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Product Overview

MDM platform products provide one-stop end-to-end device management services for intelligent devices.
Solve security, application management and asset management problems for global customers.
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In-house App Store

App Category
App Distribution
| . Version Upgrade Check
console O & Y,
Gated Launch
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Successful
cases

Secure Enterprise Data Protect Personal Data Manage devices, apps and
contents from a single

SSL VPN

Device Application User
Monitor Lo Message
Management Management Management 8 Management 5



| Product Value Thundercomm

Secure Privacy
Mobile . Protecting

Secure enterprise data Protect personal data Manage devices, apps
and contents from a

single console



| MDM Components Thundercom

Policy
Management

Device Application User
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Message

Password

Device Report Push Mgmt

Remote Control
App Store
LDAP/AD

Remote Lock

Version Management

Remote Reset

App Report Target Selection

Config Policy
Geo Fence App Encryption
App Restriction

Identity Authentication Data Encryption

Data Collect Login Report

Gated Launch Calling Restriction

Status Monitor
. Export Data
App Wrapping
Secure Container

iOS Restriction

Operation Log Push Log

Policy Compliance




| Full Life Cycle Management fhundercomm

Recycle Scenarios:

Register Scenarios:

* Device Data Wipe
* Reset the device
* Log archive

* Device-user binding
* Data import
* Activation management

Register

Monitor Scenarios: Deploy Scenarios:

* Include security policy
* Push the update to the device
* Data collections and monitor

* Restriction by time and geo-
location
* Violation control
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| Device Management Scenario

Lost Device

Employee Turnover

BYOD
* Remote Wipe

* Remote lock
* Remote wipe

Employee
Turnover

» Keep personal data * Remote reset

* Frozen secure container, access

to enterprise apps and data is
forbidden.

* Remove device from platfor

COPE Lost Device

* Remote wipe personal data

Data Collecting

* Keep device operation log

* Device-user unbinding * Usage data

Data
Collecting

* Calling time
* Device location
* Installed apps



| Safe Container Thundercomm

* |dentity user with MFA

* |solate enterprise apps from
personal use

* Remote control = &

* SSO for apps in container
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I App Wra pplng Thundercomm

Data Wipe

} . .
restrictioy

VDM APP Agent
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! App Management

* IT Admin audit & upload
app to MAM platform Audit&
* App in MAM are shown in Upload
Enterprise App Store

* Employee download app
App from Enterprise App Store
Distribution * Enterprise App Store push
app to devices
* Push by category & group

* App categorized

* App data erase * App version update
* App data encryption App Version * Push message notice

» App function control Management & Management
Control
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In-house App Store

App Category

App Distribution

Version Upgrade Check

Gated Launch
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| User Management Thundercomm
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e Departmental
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Multi-factor Authentication

e User Info e Batch Deletion * Allocation Group e Password Complexity
e Batch Import e Add * Allocation Application e Two-step Certification
e Reset Password e Details * Allocation Rank Assignment e Network Limitation

e Related Department e Login Report

e Data Synchronization e Application Report

e Self-built Group e Certification Report

e Administrator Report

Identity Authorization Application Allocation




| Policy Management

611

Security Configuration

App Policies
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Device Security

VPN

Black/White List

Password Compliance

WLAN

Install Restriction

Data Collection

Email

Upgrade Compulsively

Calling Restriction

Geo Fence

EMM anti-uninstalling

Function Restriction

Policy Compliance




| Policy Management-Irregular Disposal ~ '"nesicomm

Irregular Disposal

Times of wrong unlock code Device auto-lock
Device binding info change Device auto-disable
Install irregular App Device auto-wipe
Device Root / Jailbreak Enterprise apps access restriction
Data abnormal Camera auto-disable

Irregular action Push notification to admin




| Content Management Thundercomm
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Distribute

Remote Wipe Preview Stored in
Management container
Content _ Access _
Category Rich Text Limitation Encryption

Remote Management Secure Transmission Encrypted Storage




| Analytics & Reporting

Multiple

Data Resource

User
Device

App

Log

Multiple

Dimension

Time
Location

Frequency

Thundercomm

AlIOT ENABLER

Multiple

Charts

Table

Line Chart

Pie Chart

Bar Chart




| Multi-tenant Management Thundercomm

* At the same time, it meets the unified management of headquarters and the individualized needs of dependent companies
* Meet the needs of data isolation and management system isolation between dependent companies

* Support the use of a single instance to reduce operating costs

* Support dependent companies to deploy separate instances in their own data centers

* Support data synchronization between headquarters and dependent companies

Administrator Multi—tenant Black And White List

* Create Account * Add Tenant * Addition
* Batch Deletion * Batch Deletion * Batch Deletion
* Edit Account *Edit Tenant *Edit List
* Details *Details *[List Details
* Freeze Or Activation

Public Application Rank

* Create Application * Rank Management
*Delete Application * Application Rights
*Edit Application Assignment

e Distribution




| Micro service Architecture fhundgreomm

* Independent business, clear division of business functions

* Integrating third-party services is faster and more reliable

* Using the advantages of distributed architecture, high availability and gray level publishing can be achieved
* Continuous Development, Continuous Integration, Continuous Delivery

* Spring Cloud Micro service Architecture is mature and stable

Registry Center

edis #1 MG #1
Applica
tion V4 Redis #2 < MO #1
e .e_./'-a. -
Data Center Q
service

Oauth#1 Oauth#2 B B

DB #3 Log #3

Gateway




Deployment Thundercomm

Client Networks DMZ Intranet

nw i Database
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Email Server

Device User
Management Management

Policy Application
Management Management
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| Privatization Deployment

keepalived
Lvs+keepalived
2 f

Lvs(Main) Lvs(Backup)

@
Web Server NG'NX
http server

Iyt

&
Web Server NGIN‘X'
http server
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Apache Tomcat Apache Tomcat

Servlet APl Server IAM Server Push Server
Container

Servlet API Server IAM Server Push Server
Container

L
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Other Server Oauth Server MDM Server

Other Server Oauth Server MDM Server

Nginx + Tomcat Cluster

---------------------------------------------------------------------------------------------------------------------------------------




| Business Model Thundercomm

Private Deployment <

[License Pay in development phase. License fee only charge once.

NRE Pav in develobment phase Customization service.
(Develop fee) Y 2 2 ' Need to estimate the total effort via the RFQ.

Maintenance Pay before service and maintenance period annually. Annual fee.

Sync the quantity of devices shipped and pay in each Step quotation according to different device

Royalty quarter. quantity.

(3%¢) Private Deployment —— Deploy MDM cloud service on customer’ s cloud.




| Partners

Partner and Channel
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Business Case—-Remote device management
platform

S company
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- | - sl el ion N i The camera business of an S company expects to have

— - 4= B S L R N i an equipment management platform to help manage

B o) £ P - |+ |= and monitor its camera equipment. The system is

sem ww . Cto . divided into cloud end, device end and mobile end.

- i o _— . Remote management is carried out in the cloud,

" e oo M - s business functions are realized in the device, and
T Fappe—- monitoring is carried out in the mobile terminal.

e The equipment management system provides a
complete set of business management tools for the
company's equipment.

by 5 . ) camera o @ Customer requirements: |
3 “"*’f A . *It can carry out remote control, online
s g amere e management, firmware upgrade, application
=elign ® Camera garder o upgrade, offline strategy, etc.
Access security:
© Camera lobby O *The equipment is pre imported to ensure the
o Comers door o legitimacy of the equipment
s *Preset CA digital certificate and server for two-
p52.168.1. way verification
- The device platform provides a million level device
— management architecture to meet high concurrent
services, and can process the business functions of 1
million devices in 8 hours.




| Business Case-SF Express Thundercomm

As a leading enterprise of logistics delivery, SF Express equip delivery
courier with smart phones with sweep code function. A manage
platform is required to help SF to manage and monitor all the devices.

Customer requirements:
* Bl, Collecting device usage data and analysis in back ground.
* App Management,

* Restricting app white list to ensure only work related apps are
allowed to use during work time.

* Gated Launch, Upgrade apps in unit time and for part of couriers.
When feedback of the new apps is good, the new app could be
gradually launched for all couriers with low risk and high
efficiency

* Access Security,

* AP wireless verification linkage

 CA digital certificate pre-verification

* WLAN batch configuration

ThunderEMM provide EMM service to more than 300,000 SF devices.




| Business Case-CETC Thundercomm

CETC

One of the China SOE military groups, which is approved
by the State Council and directly managed by the central
government. Quarkdata provide mobile information
solution and construction planning advisory service to this
group headquarters.

Customer Requirement:

Office work will be extended to mobile from PC. The
mobile office solution contains a mobile office portal,
secure access authentication, and unified APPs
authorization.

Usage Scenario:

Though ThunderEMM platform, this group can identify and
authorize access users, and distribute Apps. ThunderEMM
client which is used as an office portal, provide Apps and
information encryption and protection.

ThunderlAM & ThunderEMM has been formally launched
in the group headquarters, and will be gradually
popularized in the company and each sub company in
future.




Business Case-China Telecom Thundercomm

China Telecom

Quarkdata as China Telecom exclusive EMM partner,
used to support the secured office product of China
Telecom. By the first quarter of 2016, ThunderEMM have
deployed in over 10 provinces as SaaS.

ThunderEMM provides secure container, application
store and other device management features. The
secured office is isolated from personal space by secure
container, as well as other application distributed by
ThunderEMM.
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ThunderEMM also supports various user authentication
method such as pin, gesture, certificate and usim card.
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